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1. OBIIME NMOJIOKEHUA

1.1. Tlomutuka wuHpopManoHHON Oe3zomacHOcTH ['oCcynapcTBEHHOro  OOHKETHOIO
JIOIIKOJIBHOTO 00pa30BaTeNbHOrO yupexkaeHus aerckoro caga Ne 84 ITpumopckoro paiiona CaHKT-
[TerepObypra (manee — I'BAOY) ompeaenser mend W 3amadyd  CHCTEMBl 00€CIICUCHHS
UHPOPMAIMOHHOW  0€30MaCHOCTM W YCTaHABIMBACT COBOKYNHOCTb MpPaBUJ, MPOLELYp,
MPAKTUYECKUX MPHEMOB, TPEOOBAaHUI M PYKOBOISMIIMX NMPHHIMIOB B 00JacTH MH(pOpMAIMOHHON
oe3omacHoctu (manmee - WDB), koropeimMu pykoBoAacTByIoTCcs pabotHuku ['BJAOY npu
OCYIIECTBJICHUH CBOEH AEATENbHOCTH.

1.2. OcHoBHoii nensto [lonmutuku uHOpMarnonHoi OezonmacHoctu I'BJIOY  sBnsercs
3amura uHpopmauuu ['BJIOY mnpu ocymecTBieHMHM YCTaBHOM JI€ATEIBHOCTH, KOTOpas
IpegycMaTpuBaeT MPUHATHE HEOOXOAUMBIX Mep B LIEJAX 3alUThl HH()OPMAIMK OT CIIy4aifHOro WK
MpEeJHAMEPEHHOTO0 M3MEHEHUS, PACKPbITUS WM YHUUYTOXEHHSA, a TaKKe B IENAX COOIIOICHUs
KOH(HICHIINATFHOCTH, IIEIOCTHOCTH W JIOCTYITHOCTH WH(OpMaIuu, oOeCIeYeHnus nporecca
ABTOMATU3MPOBAHHON 00paOOTKM JaHHBIX.

1.3. ITonutrka nHGOPMALIMOHHON 0€30MaCHOCTH pa3padoTaHa B COOTBETCTBUM C:

@enepanbHbiM  3akOHOM  oT 27 wmronss  2006r. Ne 149-®3 «O6 wuH(popmanuwy,
MH(GOPMALMOHHBIX TEXHOJIOTHSX U O 3aluTe U UHGopManuny, OenepaabHbIM 3aKOHOM 0T 27 U0
2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHBIX», [Ipukaszom denepanbHol CiyKObl IO HAJI30py B
cdepe cBsi3u, HHOOPMAIMOHHBIX TEXHOJIOTUH W MacCOBBIX KOMMYHHKarui ot 27.10.2022 No 178
"OO6 yrBepxkaeHun TpeOoBaHUI K OIEHKE Bpeaa, KOTOPBIH MOXKET OBITh NMPUUYHUHEH CyOBEKTam
IIEpCOHANIBHBIX JIaHHBIX B cllyyae HapylieHus denepaabHoro 3akona "O nepcoHalbHbIX JaHHBIX" U
JPYTMMH HOPMAaTUBHO-IIPABOBBIMHU aKTaMH, JACUCTBYIOIIMMU Ha Teppuropun PO, Vkazom
[Ipesunenra Poccuiickoit ®enepaunu or 6 mapra 1997r. Ne 188 «O6 yrBepxaenuu Ilepeuns
CBEJICHUH KOH(UIAEHIIMAIbLHOro Xapakrtepa», [locranoBnenuem IlpaButensctBa PO Ne 781 ot
17.11.07r. «O0 yTBEp>KICHHUH MONOKEHUS 00 oOecreueHnr 0€30MacCHOCTH MEePCOHATBHBIX JaHHBIX
pHu ux 00paboTke B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX», a TAKXKE PAIOM HMHBIX
HOPMAaTHUBHBIX ITPABOBBIX aKTOB B chepe 3aluThl HHPOPMaLUH.

1.4. OTBeTCTBEHHOCTHh 3a COOJIIOJIeHHE WMH(POPMALMOHHOM O€30MacHOCTH HECeT Ka)JIbli
corpyauuk I'BJIOY.

2. IIEJIb ¥ 3AJTAYM MOJIUTUKH HH®OPMAIIMOHHOM BE3OITACHOCTH

2.1. OcHoBHBIMU TiessIMU TTONUTUKHN Wb sBisttoTCs:

—  coXpaHeHUe KOH(PUACHIHUATHLHOCTH KPUTUYHBIX HH(POPMAIIMOHHBIX PECYPCOB;

— obecrnieueHre HEMPEPHIBHOCTH JOCTYIA K HHpopMannoHHBIM pecypcam ['BI0OY;

—  3aIIMTa MEJIOCTHOCTH MHGOPMAIMK ¢ LENbio nomiepxkanus BosmokHoctd ['6/I0Y mo
OKa3aHUIO YCIYT BBICOKOTO Ka4eCcTBa U MPUHATHIO Y3PPEKTUBHBIX YIIPABICHUECKUX PEIICHHUIA,

— TIOBBIIIEHHWE OCBEJAOMIICHHOCTH IOJib30BaTeNeil B 00JacTH PHUCKOB, CBSI3aHHBIX C
uH(popMarmonHbIMu pecypcamu ['BJIOY;

—  OIpelereHHe CTENeHHM OTBETCTBEHHOCTM M OOS3aHHOCTEW COTPYIHUKOB IIO
obecrieueHN0 HHGOPMAIIMOHHON 0€30MacHOCTH;

—  TIOBBIIICHHE YPOBHA 3(PPEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MeEp IO
3alInTe OT peanbHbIX yrpo3 Ub;

—  TpenoTBpallleHHe W/WJIH CHIKEHUE yiiepoa or nHuuaeHToB Ub.

2.2. OcHoBHbIMU 33auamu nonutuku Ub sBasitorest:

—  paspabotka TpeboBaHui 1o odecneyeHuio Nb;

—  KOHTPOIIb BBIIIOJHEHUS YCTAaHOBJICHHBIX TpeboBauwmii o odecneuenuro Ub;

— moBblmeHne 3GHEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPOIPHUATHN IO
obecrieuenuto u noaaepxanuto Ub;

—  pa3paboTka HOPMATUBHBIX TOKyMeHTOB st obecrieuenust Ub 'BJIOY;

— BBIABJICHUC, OLICHKA, IIPOrHO3UMPOBAHUC W IIPCAOTBpALICHUC pcaiu3alluu yrpo3 b
IB0OY:;



—  OpraHu3alys aHTUBHPYCHOM 3amuThl HH(OpMarmoHHbIX pecypcos 'BJIOY;
— 3ammra uHpopmarmu ['BJIOY ot HecankmumonupoBanHoro mgocryma (manee - HCJl) u
YTEUKH 10 TEXHUYECKUM KaHajlaM CBSI3H.

3. KOHIIENITYAJIbHASI CXEMA OBECIIEYEHUS TH®OPMAIIMOHHOM
BE3OITIACHOCTH

3.1. [Tonmutuka b I'BJIOY HampaBneHa Ha 3anuTy HHG)OPMAIIMOHHBIX PECYPCOB (AKTHBOB)
OT yIrpo3, UCXOIAIINX OT MPOTUBONPABHBIX ACHCTBUN 3JI0yMBIIIUICHHUKOB, YMEHbBIIIEHUE PUCKOB U
CHIDKEHHE MOTEHUUAIbHOIO Bpeda OT aBapuil, HENpeIHAMEPEHHBIX OLIMOOYHBIX JCHCTBUI
corpynaukoB ['BJIOY, TexHuuecknx cOOEB aBTOMATHU3UPOBAHHBIX CHCTEM, HEMPaBUIbLHBIX
TEXHOJIOTMUECKUX M OpTraHM3allMOHHBIX pEHIeHHH B TMpoleccax IOUCKa, cOopa XpaHEHus,
00pabOoTKH, PEIOCTABIICHUSI W PACIPOCTPAHCHUS MHPOpMAMK U obecrieucHne 3PPEKTUBHOTO U
Oecriepe0oitHOro mporiecca AesTeNbHOCTH.

3.2. Haubonpmmmu BO3MOXXKHOCTSIMH JJIsi HaHeceHHUs yilepba obiagaer coOCTBEHHBIN
nepcoran ['BJIOY. Puck aBapuifi ¥ TexXHUYECKHMX COOCB B aBTOMATH3WPOBAHHBIX CHCTEMax
OIpeIENSeTCs] COCTOSHUEM allapaTHOro o0ecrneveHusl, HaJIe)KHOCThIO CHUCTEM YHEPrOCHA0KEHUS U
TEJIEKOMMYHHKAIMK, KBalu(UKAIMEe COTPYAHHKOB U HX CIIOCOOHOCTBIO K aJeKBATHBIM U
HE3aMeTUTEIbHBIM JIEHCTBUSIM B HEIITATHOW CUTYaIUH.

3.3. Crparerus obGecneuenuss Wb TI'BJIOY 3axmiouaeTcss B HUCHOJIB30BAaHUU 3apaHee
pa3pabOTaHHBIX Mep MPOTUBOACHCTBHUS aTakaM 3JI0YMBIIUICHHUKOB, a TakKe MPOrpaMMHO-
TEXHUYECKUX M OPraHU3alMOHHBIX PEIICHUH, MO3BOJISIIONIUX CBECTM K MHUHUMYMY BO3MOXHBIE
IIOTEPH OT TEXHUYECKUX aBapHuil U omnOOoUHbIX AelcTBuil corpynnukoB ['BIOY.

4. OCHOBHBIE ITPUHITAIIBI OBECIIEYEHWSI THOOPMAIIMOHHOM
BE3OITACHOCTH

4.1. OcHoBHBIMU TIpuHITUTIaMU oOecrieuenus Ub:

— TIOCTOSHHBIM M BCECTOPOHHUN aHaJM3 aBTOMATHU3MPOBAHHBIX CHUCTEM U TPYAOBOIO
Tpolecca ¢ Lebl0 BBISIBICHUS YSI3BUMOCTH HHPOpMaMoHHbIX akTuBoB I'BJIOY;

— CBOEBpPEMEHHOE OOHapyXeHHe MpoOsieM, MOTEHIMAIbHO CHOCOOHBIX MOBIUATH Ha Wb
I'BAOY, koppekTupoBKa MOZENEH yrpo3 U HapyILIUTEN;

— pa3paboTKa U BHEAPEHHE 3aIlIUTHBIX MED;

— KOHTPOJIb 3()(HEKTUBHOCTH MPUHIUMAEMBIX 3aIIUTHBIX MeEp;

— mHepcoHU(UKAUs W pas3/ielleHue poled M OTBETCTBEHHOCTU MEX1y COTPYAHUKAMHU
I'BAOY 3a obecneuenue b I'BJIOY ucxomuT U3 OpuUHLUIA MEPCOHATBHONH M €IUHOIMYHON
OTBETCTBEHHOCTH 32 COBEpLIAEMbIE ONEpPALUH.

5. OBBEKTHBI 3AIIUTHI

5.1. O6bexTamMu 3amUTHI ¢ TOUKH 3peHust b B yripaBieHuu siBISIOTCS:

— uHGOPMALMOHHBIN ITpoliecc NpodeccuoHaIbHOM e TeNbHOCTH;

— wuHpopmanuonnsie aktuel [ BJIOY.

5.2. 3amumniaemast HHGOPMAIIHUS ACIUTCS HA CIASAYIOITUE BUIBI:

— wuHopmanus 1o GUHAHCOBO-3KOHOMUYECKOH aesTenbHocTd ['B/I0Y;

— TMEpCOHANbHbIE JIaHHBbIE — J00as MHQOpMAalMs, OTHOCSIIASCS K ONpPEICIICHHOMY WU
OIpeleNIIeMOMY Ha OCHOBAHUU TakoW MHpopManuu (puzndeckomy Juny (CyObeKTy MepCOHaIbHBIX
JIAHHBIX ), B TOM 4YUCIIE ero pamMuiIus, UMsl, OTYECTBO, TOJl, MECHII, JaTa U MECTO POXKICHHUS, aJIpec,
CceMeiiHOe, COIMAIbHOE, UMYIIECTBEHHOE MOJIOXKEeHHEe, 00pa3oBaHue, MPO(ECcCHs, JOXOIbI, APYyras
nH(pOpMAITUS;

— gapyras uHpoOpManus, HE OTHOCSIIAACSA HU K OJHOMY W3 YKa3aHHBIX BBIIIE BHUJIOB,
KoTopasi oTMeueHa rpudoM «/[is cimyxke6Horo nonb3oBanus» uinu «KonduneHmuanbHO.



6. TPEBOBAHMS IIO TH®OPMAIIMOHHOM BE3OIACHOCTHU

6.1. B orHomeHuu Bcex COOCTBEHHBIX HH(pOpMauUOHHbIX akTHBOB ['BJIOY, akTHBOB,
Haxojsuxcs moj koutposieM 'BJIOY, a Takke akTUBOB, UCIIONB3YEMbIX JUISl TOJTYYEHUS TOCTYIIA
Kk uHppactpykrype I'BJIOY, nomxkna ObITh OmnpeneneHa OTBETCTBEHHOCTb COOTBETCTBYIOLIETO
corpynauka ['BJIOY. WHbopmanmss o CMeHe BIAJENbIEB AaKTHUBOB, WX paclpeaeieHUH,
M3MEHEHMSX B KOH(UTYpalluu W MCIoib30BaHuU 3a mpeaenamu ['BJIOY nomkHa TOBOAUTHCS 10
ceenenus 3aseayomiero ' bAOY.

6.2. Bce paborer B mnpenmenax ['BJIOY nomKHBI BBIMONMHATBCS B COOTBETCTBHHM C
opUIMaTBEHBIMU JOJDKHOCTHBIMU  OOSI3aHHOCTSIMH TOJIBKO Ha KOMITBIOTEpAX, pa3pelIeHHBIX K
HCIIOJIb30BAHUIO.

6.3. Bce nmannbie (KOH(HUISHIIMATBHBIE WM CTPOTO0 KOH(HICHIIMAIBHBIC), COCTABIISIONINE
taifny I'B/IOY u Xxpassimecs Ha >KECTKHX JUCKaX MOPTATUBHBIX KOMIBIOTEPOB, JOJKHBI OBITh
3amu(poBaHkbI.

6.4. OTBETCTBEHHbIE JHIA JOKHBI TEPUOJUYECKH IepecMaTpuBaTh MpaBa JOCTyIa
COTPYIHUKOB U JPYTUX MOJIb30BaTENICH K COOTBETCTBYIOIIUM HH(POPMAIIMOHHBIM PECYPCAM.

6.5. B nensix obecrneueHusi CaHKIIMOHUPOBAHHOTO JIOCTYIa K WH(POPMALMOHHOMY pecypcy,
a1000M BXOA B CHCTEMY JIOJDKEH OCYUIECTBIIATHCS C HCIOJIB30BAHWEM YHUKAJIbHOIO HMEHU
M0JIB30BATENS U IapOJIsl.

6.6. Ilonb3oBarenu AOIKHBI PYKOBOJCTBOBATHCS PEKOMEHAALMSIMM [0 3aIIUTE CBOETO
Maposisi Ha 3Tane ero BbIOOpa U IMOCIEOYIOIIEro HCIOJNb30BaHMs. 3amperaeTcss cooOmaTh CBON
Mapojib APYrUM JIMLAM WJIU MPEAOCTaBIATh CBOK YUYETHYIO 3allMCh APYTUM, B TOM UYHCIE WICHAM
CBOEH CeMbU U OJIN3KHM.

6.7. B mporecce cBoeli pabOTBI COTPYAHHKH OOS3aHBI ITOCTOSHHO HCIOJIB30BaTh PEKHM
"DKpaHHOW 3acTaBKH'" C MapoOJbHOM 3alIUTON. PekoMeHayeTcs yCTaHaB/IMBaTh MAaKCHMaJbHOE
BpeMs "IpocTosl" KOMIBIOTEpA 10 MOSABIEHUS 3KPAaHHOM 3aCTaBKU HE J0JblIe 15 MUHYT.

6.8. loctyn x cetm MHTEepHET oOecriedmBaeTcs TOJBKO B MPOU3BOJICTBEHHBIX IIENSAX U HE
MOXET MCMOJIb30BATHCS AJI1 HE3aKOHHOM 1€ATEIbHOCTH.

PexomenoBaHHbIE TpaBUa:

— corpynaukam ['BJIOY pa3pemaercs ucnonb3oBath ceTb IHTEpHET TOIBKO B CITYKEOHBIX
LEeTAX;

— 3ampemiaercs MoOceUleHre Jrboro caiita B cetu VIHTepHET, KOTOpbIM cuuTaercs
OCKOpPOUTENbHBIM Uil OOIECTBEHHONO MHEHUS WU COACPNKHUT HHPOPMAIMIO CEKCyaTbHOr O
Xapakrepa, mpornaraiiy pacoBoid HEHAaBHCTHU, KOMMEHTapHUU 1O MOBOIY Pa3IUYUs/IPEBOCXOICTBA
[I0JIOB, JUCKPEAUTHPYIOIIME 3asBJICHMS WJIM HHbIE MaTepuallbl C  OCKOPOUTEIbHBIMU
BBICKA3bIBAaHUSIMU T10 TOBOJIY Ybero—In00 BO3pacTa, CEKCyaJbHOW OPUEHTALUU, PETUTHO3HBIX WU
MOJUTUYECKUX YOEKACHUH, HAIMOHAILHOI'O IPOUCXOXKICHUS WIIM HE1eeCTIOCOOHOCTH;

— pabora corpyauukoB I'BJIOY c MHTepHeT-pecypcamu J0MyCKaeTcs TOJNBKO PEXHUMOM
npocMoTpa HWHGOpPMAIUU, HCKIOYas BO3MOXHOCTh mepenadn uHpopmaruu ['BJOY B cets
HurepHer;

— COTpYyIHUKaM, HMMEIOLIUM JIMYHBIE YYETHbIE 3alHiCH, MPEOCTABJICHHbIE MYOINYHBIMU
MpoBaiiiepaMu, He pa3pelracTcs Mojb30BaThCsl UMU Ha 00opyaoBaHuu, npuHamiexamiem [’ 61OV,

— corpynHuku I'BJIOY nepen oTKpbITHEM MM paclpoCTpaHEHUEM (ailiioB, MOTYYEHHBIX
yepes ceTb MIHTepHeT, 1OKHBI IPOBEPUTh UX HA HAJIMYNE BUPYCOB;

— 3ampemed jpoctyn B Mutepner uepe3 cetb 'BAOY nans Bcex nui, HE SBISIOLIUXCS
corpyaaukamu I'BJIOY, BKitouas 4eHOB CEMbU COTPYAHHUKOB.

6.9. OtBeTcTBeHHBIH 3a oOecrieueHue b nmeer mpaBo KOHTPOIMPOBATH COJECPIKAHUE BCETO
MOTOKa UH(GOpMAIUH, MPOXOAAIIEH Yepe3 KaHal CBsI3U K ceTH MIHTepHeT B 000MX HaNpaBIICHUSX.

6.10. CoTpymHUKH JODKHBI TIOCTOSHHO TIIOMHUTH O HEOOXOAMMOCTH OOCCIICUCHUS
(buzmdeckoit 6e30macHOCTH 000pyI0BaHMsI, HA KOTOpoM xpaHuTcs uHdopmarus [0V

6.11. CoTpyaHHKaM 3ampenieHo caMOCTOSATENbHO U3MEHATh KOHPUTYPALIMIO alllapaTHOTO U
nporpaMMHOro obOecriedeHus. Bce W3MeHEHHs TPOM3BOIUT  aJIMHHHCTPATOpP  JIOKAIBHO-
BBIYHUCIIUTENbHAS CETh.



6.12. Bce xommbloTepHOE 000pymOBaHHME (CEpPBEpHI, CTallMOHAPHBIE W TIOPTATUBHBIC
KOMIIBIOTEPHI), mepudepuitHoe o0opynoBaHUE (HAMpUMEpP, MPUHTEPHl U CKaHEPHI), aKceccyapbl
(MaHMIIYZATOpHl THUMA "MBIIB", IIAPOBBIE MAHUIYIATOPBL, JUCKOBOABLISL CD-AauckoB),
KOMMYHUKAIIMOHHOE  00opymoBanue (Hampumep, (akc-Momembl, CETeBbIE aJanTephl WU
KOHIICHTPATOphI), Ui Leled HacTosmed MOTUTUKA BMECT€ HMEHYIOTCS "KOMIIBIOTEPHOE
obopynoBanue". KommbproTepHoe obopynoBanue, mnpenoctaBiennoe ['BJIOY, sBmsercs ero
COOCTBEHHOCTBIO M MPEAHA3HAUYEHO JUIsl MCIOJIb30BAHMS HCKIIOYUTENIbHO B IPOU3BOJICTBEHHBIX
LEeNsIX.

6.13. Kaxx1iplif COTpYTHUK, TOTYYMBIIUI B MOJb30BaHKUE NMOPTATUBHBIM KOMIBIOTED, 0053aH
MPUHATH HAJUIEKAIINE MEPhI 10 00ECIIEYEHNIO €T0 COXPAaHHOCTH.

6.14. Bce KOMIBIOTEPHI TOKHBI 3aIIUIIATHCS MTAPOJIEM MPH 3arpy3Ke CUCTEMbI, aKTUBAIIUHU
110 FOpsiYeN KJIAaBMILU U IOCJE BBIXOJA U3 pekuMa "DKpaHHOM 3acTaBKH'". [l yCTaHOBKU PEKUMOB
3alIMTHl TIOJB30BATENb JOJDKEH OOpaTUThCS K aaMHHHCTparopy. JlaHHBIE HE IOJDKHBI OBITh
CKOMIIPOMETHPOBAHbl B CIIy4ae XaJaTHOCTHM WM HEOPEKHOCTH TMpUBEIIIeH K MoTepe
obopynoBanus. Ilepen yrunuszanueir Bce KOMIOHEHTHI 000pYyI0BaHUs, B COCTaB KOTOPBIX BXOJST
HOCUTENU JAHHBIX (BKJIIOYAsl YXECTKHE JAWCKH), HEOOXOAMMO MpPOBEPATh, YTOOBI YOETUTHCS B
OTCYTCTBUM Ha HHMX KOHQUICHIMAJIBHBIX JAHHBIX M JIMLIEH3HMOHHBIX MNPOAYKTOB. JlomkHa
BBINOJIHATBCSL  TIpoueaypa  (GopMaTUpoBaHHs  HOCUTeNed  uMHpOpMaluu,  HUCKIIOYaroIas
BO3MO)XHOCTb BOCCTAHOBJICHUS JaHHBIX. [Ipu 3ammcu kakoif-minbo nHopMalum Ha HOCUTENb s
nepeaadn CyobeKTaM, y4acTBYIOIIUM B HH(GOPMAIIMOHHOM 0OMEHE, HEOOXOIUMMO YOEeIUThCS B TOM,
YTO HOCUTENb YUCT, TO €CTh HE COACPKUT HUKAKUX MUHBIX JTAHHBIX.

IIpocroe mnepedopmaTupoBaHue HOCUTENS HE JAaeT TapaHTUM TIOJHOTO  yJaJIeHHs
3aMMCaHHON Ha HEM UH(pOpMAIIH.

6.15. Tloptel mepenmaun naHHBIX, B ToM umciae CD auckoBoAgsl B CTalMOHAPHBIX
KommbioTepax coTpyaHukoB ['BJIOY OnokupyroTcs, 3a HCKIIOYEHHEM TeX ClydaeB, Korjaa
COTPYAHHKOM IOJYYEHO Pa3pelIeHHe Ha 3alluCh OT aJMUHUCTpPATOpa.

6.16. Bce mnporpammHOe o0ecrieueHUE, YCTAHOBJIEHHOE Ha  IPEAOCTABICHHOM
KOMITBIOTEPHOM 00O0pYJOBaHUH, siBiIsgeTcsl coocTBeHHOCThI0 ['BJIOY M 10MKHO MCHONB30BaThCs
HCKIIIOYUTENBHO B MIPOU3BOJICTBEHHBIX 1IEJISAX.

6.17. CoTpyaHukaMm 3arpelaeTcsi ycTaHaBIMBaTh Ha MPEJOCTABICHHOM B IOJb30BaHUE
KOMITBIOTEPHOM 000pYyIOBaHUHU HECTAHAAPTHOE, HEIUIICH3MOHHOE MPOrpaMMHOe o0ecrieueHre 1l
IporpaMMHOE OO€eclevyeHre, HE MMEIOIIEE OTHOIIEHMsS] K MX NMPOU3BOACTBEHHOM IESTEIbHOCTH.
Ecnu B Xoze BBINONHEHUS TEXHUYECKOT0 OOCIYXHBaHUS OyneT OOHapy:KeHO He pa3pelIeHHOe K
YCTAHOBKE IpOrpaMMHOe oOecrieuyeHre, OHO OyAeT yJajeHO, a COOOIIeHHWEe O HapyIleHUu OyneT
HaIpaBJIEHO HeNocpeACcTBEHHO 3aBenyromuii 'BI0OY.

6.18. Jlns oOecniedyeHHs 3amIUThl WHPOPMAIIMM HA TIOPTATHBHBIX KOMITBIOTEPAX JOJKHBI
OBbITh YCTAHOBJICHBI HEOOXOIUMBIE POIPAMMBI:

— TNEPCOHAIBHBIA MEKCETEBON IKPaH;

— aHTUBHUPYCHOE MPOrPaMMHOE 00ECTIeUeHUE;

— mporpaMMHoe oOecrieueHne mu(pPOBaHUS KECTKUX AUCKOB.

6.19. Corpynauku I'BIOY He n0mKHBI:

— OJIOKMPOBATH AHTUBHPYCHOE MPOTrPAMMHOE 00ECTICUCHHE;

— YCTaHAaBIIMBATh JAPYroe aHTUBUPYCHOE MPOrpaMMHOE 00€CIIeUeHUE;

— W3MEHATh HACTPOWKU U KOH(UTYPAIIUI0 aHTUBUPYCHOT'O MPOrPaMMHOI0 00ecreueHHs..

6.20. DneKTpoHHBIE COOOIICHHS JOJKHBI CTPOr0 COOTBETCTBOBAThH CTaHIApTaM B OOJIACTH
nenoBoi ATHKHU. lcronb30BaHHWE DJJIEKTPOHHOM IMOYTHI B JIMYHBIX LENSAX HE JOIMYCKaeTcs.
CoTpyaHMKaM 3ampeliaercs HampaBiIsATh KoHpuAeHIManbHyto uHpopmanuo ['BAOY mno
AJIEKTPOHHOM TmouTe Oe3 ucmoibp3oBaHus cucrteM mmmdpoBanus. Ctporo KoH(pHICHIHATbHAS
nadopmarusa ['b/I0OY, Hu npu KakuX 0OCTOSITENBCTBAX, HE MOMJICKHUT MEPECHUIKE TPEThUM JIUIAM
I10 3JIEKTPOHHOM IIOUTE.



6.21. Ucnons3oBanue corpyaankamMu ['bJIOY nmyOnudHBIX MOYTOBBIX SITUKOB JIEKTPOHHOM
MOYTHl OCYILECTBISIETCS TONBKO TMPH COIJJaCOBAHMM C OTBETCTBEHHBIM 3a oOOecreueHue
Oe3ormacHOCT MH(OPMALIUY TIPH YCIIOBUH TPUMEHEHHUS MEXaHU3MOB IIH(PPOBAHUSI.

6.22. Corpynauku 'BAOY s oOMeHa qOKyMEHTaMH JAOHKHBI HCTIOJIB30BaTh TOJIBKO CBOM
ouMaTbHBINA afpec SMEKTPOHHOM MOYTHI.

6.23. CooOmieHusi, TmepechbUlaeMble IO JJIEKTPOHHOM TI0YTe, MPEACTaBIIAIOT COOOU
MOCTOSTHHO HCIIOJB3YEMbIH MHCTPYMEHT ISl SJEKTPOHHBIX KOMMYHHUKAIIUH, WMEIOIHUX TOT K€
CTaTycC, 4TO U NMUChMa U (PaKCUMUIIbHBIE COOOIIEHUS. DIEKTPOHHbBIE COOOIIEHUS MOAJIEKAT TAKOMY
K€ YTBEPKICHUIO U XPAaHEHUIO, YTO U MPOUYUE CPEICTBA MUCbMEHHBIX KOMMYHHUKAIIUMN.

B mensx mpenorBpamieHusi OMHMOOK IMPH OTHPaBKE COOOIICHHWH IOJB30BATEIH TIepen
OTIIPABKOM JIOJDKHBI BHHUMATEIBHO MNPOBEPUTh IPABUJIBHOCTh HANMCaHUs HMEH M aJpecoB
nony4vareneid. B ciiydae monydeHus: cooOLIEHUS JUIIOM, BHUMAaHUIO KOTOPOTO 3TO COOOLICHHE HE
MpeHa3HavyaeTcs, Takoe COOOLIEHIE HEOOX0IMMO MEPENPABUTH HETTOCPEICTBEHHOMY IOJIY4aTelIto.

6.24. He nonmyckaercsi Ipu UCIOIb30BaHUS JIEKTPOHHOM MOYTHI:

— pacchulKa COOOIICHW JUYHOTO XapaKTepa, HCIOJIBb3YIOIUX 3HAYUTEIBHBIE PECYPCHI
3JIEKTPOHHOW MOYTHI;

— pacchlIKa peKJIaMHbIX MaTEpPUAJIOB;

— TMOAINHKCKA Ha PACCBUIKY, y4acTHE B JUCKYCCUSX M IMOJOOHBIE YCIYrH, MCIOJIb3YIOIINE
3HAYUTEIIbHBIE PECYPCHI AIEKTPOHHOM MOUTHI B JIUYHBIX LIEJIAX;

— TIOMCK M YT€HUE COOOIIEHUH, HAMPABICHHBIX IPYTHM JIUIaM (HE3aBUCUMO OT CIIocoba ux
XpaHeHus);

— TMepechUlKa JIOOBIX MaTepuaoB, KaKk COOOIICHWM, Tak W TMPHJIOKEHUMN, Colep)KaHue
KOTOPBIX SIBIISIETCS TMPOTHUBO3aKOHHBIM, HEMPUCTOMHBIM, 3JIOHAMEPEHHBIM, OCKOPOUTEIbHBIM,
YTPOXKAIOIIUM, KJIEBETHUYECKUM, 3J00HBIM WM CHOCOOCTBYET IOBEIEHHUIO, KOTOPOE MOXKET
paccMaTpuBaThCS KaK yYroJlOBHOE TPECTYIJICHHE WIM aJIMUHUCTPATUBHBIN MPOCTYHNOK JHOO
MPUBOAUT K BO3HUKHOBEHHUIO TPAKIAHCKO-TIPABOBOM OTBETCTBEHHOCTH, OECIOPSIKOB WU
MIPOTUBOPEUUT CTAHAAPTaM B 00JIACTU ITHKHU.

6.25. Bce nonp3oBaTean MOMKHBI OBITH OCBEIOMIIEHBI O CBOEH OOS3aHHOCTH COOOIATh, 00
W3BECTHBIX WIM TIOJ03PEBAaEMbIX MMH HApYIICHUSX WH(OPMAIMOHHON O€30MacHOCTH, a TaKkKe
JIOJKHBI OBITH MPOMH(GOPMHUPOBAHBI O TOM, YTO HU MPHU KaKUX OOCTOSTEIHCTBAX OHHM HE JOJDKHBI
MBITaThCS UCIIOIB30BATh CTABIIIME UM U3BECTHBIMU CJ1a0ble CTOPOHBI CHCTEMBI 0€30MaCHOCTH.

6.26. B ciydae Kpaku MEPEHOCHOTO KOMIIBIOTEpA CIIEAyeT He3aMEIUTEIHHO COOOIIUTH
OTBETCTBEHHOMY 3a obecnieucHrne Vb n/mmu 3apenyromemy ['BJI0Y.

6.27. Ecim wuMeercss TNOAO3PEHUE WM BBIABICHO HAJIMYME BHUPYCOB MM HMHBIX
pa3pyIIUTENbHBIX KOMIBIOTEPHBIX KOJIOB, TO Cpa3y MOCIe X OOHAPYKEHHUS COTPYIHUK 00s3aH:

— TpouH()OPMHUPOBATH aIMUHHUCTPATOPA;

— HE MCHOJb30BaTh U HE BKJIIOYATh 3aPaKEHHBIM KOMITBIOTED;

— HE MOJACOEAUHITH ITOT KoMIbloTep K KommnbtoTepHoi cetd ['BJIOY no Tex mop, moka Ha
HEeM He OyJeT MpOW3BEACHO YAajJeHUuE OOHAPYKEHHOTO BHpyca M IOJHOE AHTHUBUPYCHOE
CKaHMPOBAHUE aIMUHUCTPATOPOM.

6.28. Corpynaukam ['J/IOY 3anpemaercs:

— Hapywarb nHpOopMaLHOHHYIO Oe3onacHocThk U paboTy cetu I'B/10Y;

— CKaHHMPOBATh MOPTHI MJIM CUCTEMY 0€30I1acCHOCTH;

— KOHTPOJHMPOBATh pabOTy CETH C MEPEXBATOM JAHHBIX;

— MOJIy4aTh JOCTYIl K KOMIIBIOTEPY, CETH WJIM YYETHOW 3alucu B O00XOA CHCTEMBI
UICHTU(QUKAIIY TI0Ib30BaTENs WIN OE30MacHOCTH;

— mepenaBaTh HMH(POPMAIMIO O COTPYAHHUKAX WIH CHOUCKU coTpyaHukoB ['BIOY
[IOCTOPOHHUM JIULIAM;

— co3JaBaTh, OOHOBIATH WM PACHPOCTPAHSATH KOMIIBIOTEPHBIE BHUPYCHI W MPOYHE
pa3pyUTEeNbHOE IPOrpaMMHOE 00eCTIeUeHHE.



6.29. OTBETCTBEHHOCTh 3a COXPAHHOCTh JAaHHBIX Ha CTAlMOHAPHBIX M MOPTATHUBHBIX
MEePCOHANIBHBIX KOMITBIOTEPAX JISKUT Ha MOJIb30BATEIAX.

6.30. HeoOxomuMo peryisipHO JAeNnaTh PE3EpBHBIE KOMMHM BCEX OCHOBHBIX CIYKEOHBIX
JAHHBIX U IPOrPaAaMMHOTO 00€CTICUEHUS.

6.31. Bce 3asgBkM Ha MpOBEIEHUE TEXHUYECKOrO OOCIY:KHBAHMSI KOMIBIOTEPOB JOJKHBI
HaIpaBIsATHCS aIMUHUCTPATOPY.

7. YIIPABJIEHUE TH®OPMAIIMOHHOM BE3OITACHOCTBIO

7.1. Ynpasnenue b I'b/IOY Bkitovaer B ceos:

— pa3paboTKy W TMOAJep)KaHWE B aKTyaJlbHOM COCTOSHUHW [lomuTuku wH(OpMaMoHHOMN
0€e30MacHOCTH;

— pa3paboTKy W TOAJEpKaHHE B aKTyaJbHOM COCTOSHHM HOPMAaTHBHO—METOIMYECKHX
JIOKYMEHTOB 110 ooecnieuennio Ub;

— obecrieuenne OecriepeOOHHOr0 PYHKIIMOHUPOBAHUS KOMIUIEKca cpenacts Mb;

— OLEHKY PUCKOB, CBSI3aHHBIX ¢ HapymeHusmu 1b.

8. PEAJIN3AIIUS TOJTUTUKHA TH®OPMAIIMOHHOM BE3ONMACHOCTH
8.1. Peammzamus I[lomutukn Wb I'BIOY ocymecTBisieTcss Ha OCHOBAaHWHM JOKYMEHTOB,
pErIaMeHTUPYIOUIMX OTAEIbHBIE MPOLEAYPbl U IpoLecchl MPOpEeCCUOHATBHON JEsITEeIbHOCTH B
YIPaBJICHUH.

9. OPAJTOK BHECEHUS UBSMEHEHHM U JOMOJJHEHUM B ITOJIUTUKY
WH®OPMAIIMOHHOM BE3ONTACHOCTH
9.1. BHecenne n3MeHeHud u aonosHeHuid B [lonutuky nHPOpMaMOHHON OE€30MacHOCTH
MIPOU3BOJUTCS O Mepe HEOOXOOUMOCTU C LIETBI0 NPUBEIEHUS B COOTBETCTBUE OIPEIEICHHBIX
[TonmuTHKOM 3alUTHBIX MEP PeaTbHBIM )KU3HEHHBIM YCIIOBUSM M TEKYIIUM TPEOOBAHUSAM K 3alIUTE
nH(pOpPMaLIUH.

10. KOHTPOJIb 3A COBJIIOJEHUEM MMOJIMTUKUA THO®OPMAIIMOHHON
BE3OINACHOCTH

10.1. Texkymmii KOHTpPOJIb 3a COONIOJCHUEM BBIMIOJHEHUs TpeOoBanuii I[lomuTrkm
unpopmarmonnoit 6e3onacHoctu I'6/IOY Boznaraercs Ha COTpyIHHMKA, HA3HAYEHHOTO MPHUKA30M
3aBeayromiero 'BJIOY.

10.2. 3aenyroummii ['BJIOY Ha peryaspHOW OCHOBE pacCMaTpUBAEeT pealu3aluio |
coOmoieHne OTAeNbHBIX mojoxkeHud IlomuTuku wuHGOPMAIMOHHON O€30MacHOCTH, a TaKXke
OCYIIECTBIISIET MOCIEAYIOINN KOHTPOJIb 33 COOMIO/ICHUEM €€ TpeOOBaHUHA.

11. BAKJIFOUMUTEJIBHBIE ITOJIOXXEHU A
11.1. Hacrosimiee [1onoxxeHue sBisieTcs JOKAIbHBIM HOpMaTUBHBIM akToM ['BJIOY.
11.2. TlonoxeHue TPUHUMAETCS HAa HEOMPEAEICHHBIN CPOK.
11.3. Tlocne npunsatus [lonoxxeHuss B HOBOM peNaKIMy JaHHAS PEIAKIHMs aBTOMATHYECKH
yTpayuBaEeT CUITY.

[IOKYMEHT MOAMWCAH 3NEKTPOHHOM MOAMWUCHIO
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